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GUL 10,2370 1£8.134.91.2 D1.35.4£2.420 LK YS¢5 > UUULAry [FoH, ALK] SEY= 12990
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405 16.245432 61.35.222.226 128.134.51.2 TCP tributary > 9575 [ACK] Seq=281 Ack=12
406 16.246031 61.35.222.226 128.134.51.2 TCP tributary > 9575 [ACK] Seq=281 Ack=13
408 16.688 Cisco_0Ob:50:ae P STP Conf, Root = 33760/00; 14:69:79:77:00
410 16.875530 128.134.70.3 128.134.51.76 HTTP  HTTP/1.1 304 Not Modified
411 17.070885 128.134.51.76 128.134.70.3 TCP Iv-frontpanel > http [ACK] Seq=4021 Ac
412 17.188927 210.181.96.58 128.134.51.55 RTSP Reply: RTSP/1.0 200 OK
413 17.224076  128.135.51,253 224.0.0.1 1GMP v2 Membership Query, general
5 ] .Frame 409 (858 bytes on wire, 858 bytes captured)
# Ethernet II, Src: Dell_8c:a4:eb (D0:18:8b:8c:a4:eb), Dst: Cisco_0Ob:50:c4 (00:15:62:0b:50:c4)
# Internet Protocol, Src: 128.134.51.76 (128,134.51.76), Dst: 128.134.70.3 (128.134.70.3)
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a9 2. W¥ut
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2.1 File

Edit View Go Capture Analyze Statistics Help
W ol @B Qe T i |EEQQAD @D »

Cpen Recent » : :

18 | » Expression,,, Clear Apply
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File Set b
@ Quit Cirl+0Q

¥ 3.File
* Open(Ctrl+0) : A dS 23}

-> File open dialog ¥~ 213

* Open Recent : ol Q%Q‘RiE Ay BdEs .

* Merge @ @Al A IS HZo] 2= o] A= AS dgste AR vwE
BojEr

-> Merge file dialg box 213J.

» Close(Ctrl+ W) : AA| A E Fxgrt

» Save(Ctrl+S) © @Al AAE #7d3}.

-> Save Capture As dialog box 213},

» Save As(Shift+ Ctrl+S) : A A LS th& o5 xo=r AAgt,

-> Save Capture As dialog box 213},

* File Set > List Files : File set?] 3 g2EES HojFt]

-> Wireshark List File Set dialog box 23},

*» File Set > Next File : @A 2=% 30| File set®] g FFoldbd, seto] o5 =
Azgheh, 18R] v, o] olo]®lE nj&Ad 3} Ho] gl

* File Set > Previous File : @A Z=% 30| File set®] g F-&o]g}H, seto] ol 3
B2 Hzgnh a9x] Fu, o ofol¥le H|&A 3t o 9

* Export > as "Plain Text" file : 379 sjFl 2] AH L} dFEE Holgk ASCII 82~
Hdw O)AFESI= S FE

-> Wireshark Export dialog box 43},

* Export > as "PostScript" file... : 4 3] (dF) A ES PostScript 3ol o]~
EES= AS geth

-> Wireshark Export dialog box 213J.



* Export > as "PSML" file... : 1A Ao () &S PSML(pac ket summary
markup language) XML o] o] A~F E It}

-> Wireshark Export dialog box 213j.

* Export > as "PDML" file... : 744 34 (45) &S PSML(packet details
markup language) XML o] ] ~FZ E3FIt},

-> Wireshark Export dialog box 213

» Export > Selected Packet Bytes...(Ctrl+H) @ 3% vlo]EE #|<l(pane)’de] dA] d8ig
ol ESS HZlES vholy e 9o Az EFTH

-> Wireshark Export dialog box 213

» Print...(Ctrl+P) @ 744 9939 AA (s 4F) d7lEs ZTdEZH

-> Wireshark Print dialog box 23},

* Quit(Ctrl+ Q) © folofM S TR



2.2 Edit

File % Miew Go Capture  Analyze  Statisticg  Help
[ — e+ T L BB acaean §8 -
& o
Eiltdr| ™ & Expression.., Clear Apply
Configuration Profiles,.. Shift+Ctrl+4
# Preferences,,, Shift+Ctrl+P
a9 4. Edit

» Copy > As Filter(Shift+ Ctrl+C) : tl~Edo] Y& vHE7] 98 A€t 1% fas
go] e+ SHRE HAleTh

* Find Packet...(Ctrl+F) : tj=Zdo] ZE|(display filter)t} 71} o8] 7]l <fs|A 3
< ek

-> Find Packet dialog box 213},

* Find Next(Ctrl+ N) : "Find Packet..."¢] A" E djste] dx|sh= 7S For),
* Find Previous(Ctrl+B) @ "Find Packet..."2] A" &0l 5
=T

» Mark Packet(Ctrl+ M) : @A A= #71& npa3

* Find Next Mark (Shift+ Ctrl+ N) : o] %o nf=¥ 7S 3=t}

* Find Previous Mark (Shift+ Ctrl+B) : o]l »l= ¥ |71 & 3=t}

» Mark All Packets : & | Z &S wpA 3}

» UnMark All Packets : Pl=1d 2E #71& &) Al 3h)

» Set Time Reference(Ctrl+T) : & A Aeld 4o djs}e] time referenced AW gt

» Find Next Reference: Uh&oll 3% (time referenced) 7 & ZH=tl.

* Find Previous Reference: o]l %% (time referenced) 3§71t}

* Configuration Profiles(Shift+ Ctrl+ A)

-> Configuration profile5S HEE 317193k dialog box 2 3.

*» Preferences...(Shift+ Ctrl+P) : 9}o]ojAFAE Aol B2 FAHuEHES T3t AL E
(preferences)S Al® dH},

-> Preferences dialog box 213},



2.3 View

Go  Capture  Analyze Statistics ﬂ_ep

Main Toolbar B T E B E & e el WX »

v Filter Toolbar
Wireless Toolbar

<

Eilter: |

| Expression.,. Clear Apply
v Statushbar

v Packet List
v Packet Details
v Packet Bytes
Tirme Display Format »

Marme Resolution »
v Colorize Packet List

v Auto Scroll in Live Capture
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¥ 5. View

* Main Toolbar : W[¢l EvlE #=7]AY HoFE)

* Filter Toolbar : ¥ EHE w77y HoFoh

» Wireless Toolbar : ¢to]ofe]x= FulE 77 HojEr

» Statusbar : JE|HLE F7] AW BofFE

» Packet List : 9% g/ 2=E #HQl(pane)s w74 HolFEt)

» Packet Details : # 7! GAWH-& #(pane)s w717 HoFtt

* Packet Bytes : 3%l vlo]= #H<U(pane)S #71AY HoFo)

» Time Display Format > Time of Day : $}o]ojAk=12] dlolE] EwWio] Azte] glojA el
2RIEE S gA|ST

» Time Display Format > Date and Time of Day : ¢}o]ojAF=12] dlolg] EwWie] dxpe}l AJ7H
o oA Bl AREZES FASH

» Time Display Format > Seconds Since Beginning of Capture : 2}o]oj k9] 74x] w9
A2l o] 39] %(Second)E°l EFY ARIZES FA|SHT)

» Time Display Format > Seconds Since Previous Packet : ¢}o]oj k= 7} o] |7l 7l

o]%9] %(Second)E°l E}Y AHIEES FA| S}
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* Name Resolution > Resolve Name : @A 7o gt vql gEHE A2t
* Name Resolution > Enable for MAC Layer : ¢}o]ojAF=L9] MAC F4AES U]
o ZAA] Aof gttt

* Name Resolution > Enable for Network Layer : $}o]ojAb= o] VEY A F4AE
2 A A Ao gt

* Name Resolution > Enable for Transport Layer : ¢}o]ojAfH2] EWNAFYE
PEE HSE AAA] Aofgt,

* Auto Scroll in Live Capture : ¢}o]ojAk=7} 37 55 #H(pane)s ~AEFdoF 3= 3
= WA RS etk

» Zoom In(Ctrl++) : 3|71 to]g o] FEALo]=E F7FAXH

» Zoom Out(Ctrl+ -) : 3|7 dlo]E 2] FEALO]ZE FH A7t

» Normal Size : 3|7 H|o]E]9] ZEAlo]=2E HFORE vt
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2.4 Go

File Edit \ie mgapture Analyze Statistics  Help

@ ol @ { @ Back et b F E EIEH @ QE @E >
s | & FEorward Alt+Right =
] ; v Expression,,, Clear Apply
.@.
a8
F
. 4
a9 6. Go
+ Back : 9170 slaEeld] Aol At g Aol Ao o))

» Forward : 97! s|=Egd AF=o] e tha HF oz o] Fgirh

* Go to Packet...(Ctrl-G) : #7! Ms & WAgste= A& s|gstes tholdm1 MiaEs 55
atal, 1 dZlow o] Fgitt

* Go to Corresponding Packet : &4 A¥d Z2EZF Jrof gl HHAOR o] &3}
* Previous Packet : |3 3|zl o= o]& gt}

» Next Packet : T #7125 o] &gt}

» First Packet : 744 99 e] A5 #j7low o]5grt

» Last Packet : 4% 9tde] mpx|} gj7low o]}



2.5 Capture

Eile Edit Yiew gulm Analyze Statistics| Help
o { | W Interfaces... s T BB Al EE -
e | @ Options,., Ctrl+k : =
Filter: | @ Star | = Ewxpression,, Clear Apply
B
w
@ Capture Filters, .,
13 7. Capture
» Interface : A8 = A= UESH T AHI | 2E HoFT)
-> Capture Interface dialog box 23,
* Option (Ctrl+K) : 1A FA9 vo|ldza vtrs F &3}
-> Capture Option dialog box 213Y.
» Start... : GAlo] HAES WA= S AlZS
* Stop...(Ctrl+ E) : dA] #sa20 AAE AR g,
* Capture Filters... : A ZHES A 43t A S dgsts tholdza vrs

=3

ca=
-> Capture Filter dialog box 3.
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-> Display Filter dialog box 41 3.
» Display Filter Macros
-> Display Filter Macros dialog box 3.

» Apply as Filter > ... : @A t=Ede] dHE WAt A WAd JEE 4890

» Prepare a Filter > ... : A tj2Zdo] YHE WHASA W, vl=2 H L3514 &=t A=
d o5 ofoldlel webA, FA vlaZde] TE 2EHYS 7l A Rl due Z=
EF d=4d dAHAY F7ke

* Enabled Protocols...(Shift+ Ctrl+R) : T2 EZF 57|53 AME 718t A AL ALE

E7b sl g
* Decode As... : 9}o]ojAlAr} ojHl A ES EA TREFE A H
» User Specified Decodes... : 9}0]oJAFA 7} oW HAES 54 Z2E
AEZ
* Follow TCP Stream : 2|8 9%=9%&
of EAlstE BRE AAE TCP AIHEESS 3FAIS
* Follow UDP Stream : &% 9%9-&

of EAlstE 2 Y UDP MIWES
* Follow SSL Stream : 2% %%
E

EAEE 2 A" SSL Al1d

£ 5350 98 RN ge SSL Ao
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2.7 Statistics

File Edit
N

Filter: |

Miew Go

Ready to load or captura

Capture  Analyze

BE X

| B Conwersations

@ Endpoints

10 Graphs

Conwversation List
Endpaoint List
Service Besponge Time

AN

Fax T38 Analysis..,
G5

H.225...

MTP3

RTP

SCTP

SR,

YoIP Calls

WaAP-WSP,.,

BOOTR-DHCP. .
Destinations, ,,
Flowe Graph, .
HTTP

IP address,,,

ISUP Messages,..
Multicast Streams
OMNC-RPC Programs
Packet Length, .,
Port Type, .,

SMPP Cperations,.,

P eP

WLAN Traffic. ..

esgion,.,, Clear Apply

Profile: Default

18 9. Statistics

* Summary : A E dlo]Eol] I HHE HojFu}

-> Summary dialog box 213},

* Protocol Hierarchy : Z2EZ EA9 AZTZE T4

-> Protocol Hierarchy Statistics dialog box
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= Conversations : W3}52] 5528 F A3t}
-> Conversations dialog box 213},
* Endpoints : THEY H5S ¥A|SL

-> Endpoints dialog box 2 3J.

» 10 Graphs : HAI3tE 18 =

=
=

-> 10 Graphs dialog box 23},
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» Service Response Time : 33} 19 453l

2.8 Help

File Edit Miew Go Capture Analyze §tatisticsm

e B E X2 o [ S leaen @ -
: supported Protocols
Eilter: Manual Pages v .. Clear Apply
: | Wireshark Online »

B About Wireshark

18 10. Help

* Contents(F1) : 7]¥ &2 A~®S 3530
-> User’s Guide dialog box 23},

» Supported Protocols : X Qs ZT2EZEN T2EZF =55 HFE to]ldzga

Hhg SEg
-> Supported Protocols dialog box 3.
* Manual Pages > ... : 27 AX4¥ html vl77<€ HolAE F WIE BT ) BEg-

Ag At

» Wireshark Online > ... : http://www.wireshark.org | Bz} & A3},

» About WireShark : 1157 AMSH Z01E57 22 Ethereald st 45 HHE &
Tohe AH e &3

-> About WireShark dialog box 213J.




